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Zakladni predpoklady a jejich ¢asty skutecny stav
— na co se podivame v prednasce.

- Vim, co v ramci KKI mam nasazeno a provozuiji.

- Vim, jakym zpUsobem KKI provozuiji a jaké sluzby je schopna mi poskytnout.

- Vim, jak mam KKI zabezpecenou a proc.

- Vim o mistech, ktera jsou problematicka a proc.
Mam promyslené a vyzkousené postupy pro pfipad vzniku poruchy nebo chyby.
Mam promyslené a vyzkousené postupu pro zotaveni se po napadeni.
Mam dokumentaci skuteéného provedeni a co vlastné ma obsahovat.

Periodicky provadim kontroly, Skoleni a obnoveni znalosti u vSech, ktefi maiji v rznych Grovnich
pracovat s moji KKI.
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Vim, co v ramci KKI mam nasazeno a provozuji —
realny stav véci.

- Aktivni + pasivni ¢asti KKI.
Co, kde, kudy...
- Jak aktivni jsou ty aktivni ¢asti?
Komunika¢ni schémata.
Copak mi to po té siti béha?
Plati ta moje komunika¢ni schémata?
- Vim, jakym zpUsobem se dozvidam o poruchéach &i chybach?
Dohled.
- Archivace udalosti.

- Auditni logy.
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Vim, jakym zpusobem KKI
provozuji a jake sluzby je
schopna mi poskytnout.

- Efektivni pfenosové kapacity.
- Typova konfigurace komponent.

- Sdilené prostredi x jednotlivé sité pro
kazdy systém???

- Standardni provozni stavy.
- Parametry pfipojeni jednotlivych systémd.
- Uzka hrdla.

- Hranové prvky.
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Vim, jak mam KKI zabezpecenou a proc.

Safety x security — a pro¢ v tomto poradi.

- Jak se zabezpeceni KKI dotyka koncovych zafizeni.

Co se starymi systémy?
- Vlastnost x nastaveni — neni to stejné!
- Vnitfni a hranova bezpec¢nost.

Hardening konfigurace.
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Vim o mistech, ktera jsou problematicka a pro¢.

Mam promyslené a vyzkousSené postupy pro pripad
vzniku poruchy nebo chyby.

Mam promyslené a vyzkousené postupy pro zotaveni
se po napadeni.
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INTERNAL

Mam skutec¢nou DSP (?)

Packet
type
admitOnlyVianTagged
admitOnlyVianTagged
admitAll

admitAll

admitAll

clc|c(c) -~

admitAll

admitAll

admitAll

[ [ {5
|

- admitAll

admitAll

! BRS40-0020 Configuration
! Version: Hi0S-2A-29.0.02
! Build Date: 2022-83-22 08:23

network hidiscovery mode read-only
network management access web timeout 3

vlan database

vlan add 10

vlan add 17

vlan add 9@

vlan add 10@

name 1 ADMIN

name 10 ZAT

name 17 OPERATOR

name 9@ SIEMENS

name 100 SERVIS

igmp-snooping vlan-id 1 mode

igmp-snooping vlan-id 10 mode

igmp-snooping vlan-id 17 mode

igmp-snooping vlan-id 9@ mode

igmp-snooping vlan-id 100 mode

igmp-snooping vlan-id 1 querier mode
igmp-snooping vlan-id 10 querier mode
igmp-snooping vlan-id 17 querier mode
igmp-snooping vlan-id 9@ querier mode
igmp-snooping vlan-id 100 querier mode

exit

network parms 172.17.1.150 255.255.0.@ 172.17.1.25@
network protocol none

! dotlx mac-authentication-bypass password
configure

no device-status trap

dns cache adminstate

! config remote-backup username ******
! config remote-backup password ******
config envm load-priority usb disable
no http server

igmp-snooping mode

igmp-snooping querier mode

passwords max-login-attempts 5
passwords login-attempt-period 15

sntp client server a 7.1
sntp client server mode 1 enable

sntp client i
system cont
system loca
system name

snmp trap add
snmp trap mod

interface 1/1

no auto-negotiate

name "PATER HTD - Optika"
vlan participation include 10
vlan tagging 10

vlan participation include 17
vlan tagging 17

vlan participation include 90
vlan tagging 9@

vlan participation include 100
vlan tagging 100

exit
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Periodicky provadim kontroly, Skoleni a
obnoveni znalosti u vSech, ktefi maji v ruznych
urovnich pracovat s moji KKiI.

- Je moudreé se vénovat sledovani zranitelnosti a vlastnostem vlastnich aktiv
v ramci KKI.

- Obdobne je moudre si uvédomovat, ze struktura rizik a opatreni se v ¢ase
méni nebo mUze ménit.

- Néktera opatreni jsou Casto na papire krasna, v realném provozu KKI vsak
neucinna nebo naopak proti logice véci s opacnym vysledkem.

- Pozor na vztah IT a OT - typicky nejsou pouzitelna opatreni z jednoho pro
druhé a naopak.

- A ne vSichni musi védét vSechno — dulezitost roli a rozumného pfistupu
typu ,,zero trust”.
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Priklady a ukazky reSeni.
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INTERNAL

Type |Status | Name IP Address MAC Address | Product | Chassis Serial Nr. System Name |Location Contact Firmware Chassis Name |Configuration | PSM up
Version Signature to date
172.17.50.224 |172.17.50.224 |64:60:38:7E:22 |BRS BRS20-1200 942170999041 ASR HiOS-2A- 32C2099FF29
‘ o :AC 308637 08.3.00 87255DC6172
A4EAC2BFD
9A7183867
172.17.50.225 |172.17.50.225 |64:60:38:7E:22 |BRS BRS20-1200 942170999041 ASR HiOS-2A- 0F37CA25ED
‘ o :8C 308636 08.3.00 Al1F4DF738B
39D829AD63
EE6C829B95
172.17.50.227 [172.17.50.227 BRS BRS20-1200 942170999041 ASR HiOS-2A- 8D302BF9D13
‘ o 308635 Audit Trail
System Information
Product BRS20-04009999-STCZ99HHSEA
2021-06-09 09:22:10 1 1 Release HIOS-2A-09.0.05
Hardware version 0103
Serial number 942170999000001057
“ " Firmware software release (RAM) HiOS-2A-09.0.05 2022-12-19 14:34
i i albia TYR-EME-TITEH TR AE-RRE TN e o s “ ﬂ n F!m\Waresoflware release (FLASH) H?OS4)9005202271271914-34
P T S patt b P R T R P Ao Mg Firmware software release (BAK) HI0S-00.0.04 2022-11-03 14:57
u N | / ¥ o A 2 Bootcode software release (FLASH) ~ HIBOOT-07.4.00 2018-11-13 14:26
.-, i ﬂ \ | / / Management IP 192.168.173.152
S Pl Y8R - e { IPv6 Link Local Address e80::6660:38ff.feOb:a5b0
“\ N\ MAC[Range: 32] 64:60:38:0B:A5:80
i \ System Name BRS20
b System Up Time 34 days 1 hrs 0 mins 23 secs
lsn.m-mns ot System Date and Time (local time zone) 2023-03-23 08:34:38
e System operating hours 1054 days 20 hrs 9 mins 47 secs
Power1 PRESENT
Power2 PRESENT
S - rIEmUAnICoAEe Current temperature 47°C
I -CAE - TIrDY 3N - O - & —~— - Configuration state (running to NVM) ~ OK
) - TV IS A e
Pal 3 e ] ” ACA (envm/USB) Status notPresent
-- — ;' Service shell admin status enabled
-—
P gy 1894: Notice Mar 23 2023 ©8:34:26 [@x001400c6] HTTP(S) Login via web interface successful for user ‘admin’, role ‘Administrator’, from '192.168.173.61".
! T AMIE A2 ) 1893: Notice Mar 23 2023 07:33:52 [@x@0030004] SNMP Set by admin: sysContact.@ = Hirschmann Automation and Control GmbH
APC UPS Hot N 1892: Notice Mar 22 2023 13:37:29 [@x@0030004] SNMP Set by admin: sysContact.@ = Hirschmann Automation and Control GmbH
1891: Notice Mar 22 2023 ©8:44:42 [6x00030004] SNMP Set by admin: sysContact.e = Hirschmann Automation and Control GmbH
1890: Notice Mar 16 2023 @8:55:47 [@x@01460c7] HTTP(S) Logout via web interface successful for user ‘admin’, role ‘Administrator’, from '192.168.173.61".
e Lo - ’ ] 1889: Notice Mar 16 2023 ©8:55:36 [x001400c6] HTTP(S) Login via web interface successful for user ‘admin’, role ‘Administrator’, from '192.168.173.61".
= . PYRAMLE AN X s X N _ o
PR - G 13 RN IO - 1888: Notice Mar 16 2023 ©7:33:06 [x00040003] Cfghgr Action copy config running-config remote result=ok user='admin' Ready
i rr— « . TR NS AT, 1887: Notice Mar 15 2023 08:15:18 [@x00040003] Cfghgr Action copy config running-config remote result=ok user='admin' Ready
g bl HANG AR A - SN - 2 ‘ 1886: Notice Mar 14 2023 08:15:23 [@x00040003] CfgMgr Action copy config running-config remote result=ok user='admin’ Ready
P ) 1885: Notice Mar 3 2023 10:07:59 [@x@0040003] CfgMgr Action copy config running-config remote result=ok user='admin' Ready
[ 4 Ny ’ 1884: Notice Mar 2 2023 10:08:00 [@x@0040003] CfgMgr Action copy config running-config remote result=ok user='admin’ Ready
/ 4733 FOMIA 1883: Notice Mar 1 2023 10:05:19 [@x00040003] CfgMgr Action copy config running-config remote result=ok user='admin' Ready
s/ - e, 1882: Notice Feb 28 2023 10:05:19 [@x00040003] Cfglgr Action copy config running-config remote result=ok user='admin' Ready
A g U ! 1881: Notice Feb 27 2023 7:46:18 [@x00040003] Cfghgr Action copy config running-config remote result=ok user='admin’ Ready
: SSENCAME - BN KT e B VELIS 1880: Notice Feb 24 2023 13:16:46 [@x00040003] Cfghgr Action copy config running-config remote result=ok user='admin’ Ready
TR SERE I, N 1879: Notice Feb 24 2023 09:46:49 [0x@0030004] SNMP Set by admin: sysContact.@ = Hirschmann Automation and Control GmbH
d N\ 1878: Notice Feb 24 2023 07:37:39 [@x00040003] Cfggr Action copy config running-config remote result=ok user='admin’ Ready
e A I KOMITAZE 1877: Notice Feb 23 2023 07:23:27 [@x00040003] Cfglgr Action copy config running-config remote result=ok user='admin' Ready
3. - 1876: Notice Jan 1 2022 ©1:19:29 [@x@001000a] System time set to 2023-02-17 €7:54:03.
: 1875: Notice Jan 1 2022 00:00:21 [6x0001000b] System timezone offset changed from @ to 60. Time is now 2022-01-61 €1:00:21.
/ - Vel FPL S SN RO -0 1874: Notice Jan 1 2000 00:00:42 [@x0001000a] System time set to 2022-01-01 00:00:00.
J S N R 1873: Notice Jan 1 2000 ©0:00:42 [0x0003001d] Selected firmware Hi0S-09.0.85 build 2022-12-19 14:34.
’ ‘, 1872: Notice Jan 1 2000 00:00:42 [6x0003000a] System started.
l 1871: Emergency Jan 2 2022 00:35:43 [6x0001000d] System power is failing.
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Time Source Destination Protocol Length Info
1 0.000000 Micro-St_60:10:78 Broadcast ARP 6@ Who has 192.168.1.1072 Tell 192.168.1.106
2 0.000375 SiemensN_9c:fa:14 Micro-St_60:10:78 ARP 60 192.168.1.107 is at ©8:00:06:9c:fa:14
5 ©.001409 192.168.1.106 192.168.1.107 TCP 60 1298 » 182 [ACK] Seq=1 Ack=1 Win=64240 Len=0
6 0.001927 192.168.1.106 192.168.1.107 CoTP 76 CR TPDU src-ref: @x@001 dst-ref: 0x0000
7 ©.003224 192.168.1.107 192.168.1.106 TCP 60 102 » 1298 [ACK] Seq=1 Ack=23 Win=56@ Len=0
8 0.015027 192.168.1.107 192.168.1.106 CoTP 76 CC TPDU src-ref: @x4431 dst-ref: @x0001
9 0.015558 192.168.1.106 192.168.1.107 S7COMM 79 ROSCTR:[Job ] Function:[Setup communication]
10 ©.017968 192.168.1.107 192.168.1.106 TCP 60 102 » 1298 [ACK] Seq=23 Ack=48 Win=560 Len=0
11 0.022095 192.168.1.107 192.168.1.106 S7CoMM 81 ROSCTR:[Ack_Data] Function:[Setup communication]
12 0.022394 192.168.1.106 192.168.1.107 coTP 61 DT TPDU (@) [COTP fragment, @ bytes]
13 0.022665 192.168.1.106 192.168.1.107 S7CoMM 87 ROSCTR:[Userdata] Function:[Request] -> [CPU functions] -> [Read SZL] ID=0x@132 Index=
14 ©.023884 192.168.1.107 192.168.1.106 TCP 60 102 » 1298 [ACK] Seq=5@ Ack=55 Win=560 Len=0
15 ©0.024758 192.168.1.107 192.168.1.106 TCP 60 102 > 1298 [ACK] Seq=50 Ack=88 Win=560 Len=0

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

> Frame 1: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) v IEEE 802.3 Ethernet
v IEEE 802.3 Ethernet > Destination: RichardH_03:46:7b (20:80:63:03:46:7b)
> Destination: SiemensN_@1:04:85 (8:00:06:01:04:85) » Source: RichardH_03:46:7c (00:80:63:03:46:7c)
> Source: SiemensN_81:04:61 (88:00:06:01:04:61) > Frame 3: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) Length: 5@
Length: 14 > IEEE 8@2.3 Ethernet v Logical-Link Control
> Trailer: 040200000 681 2C0365002e036520033211 Vv lLogical-Link Control > DSAP: SNAP (@xaa)
v Logical-Link Control > DSAP: Spann?ng Tree BPDU (@x42) > SSAP: SNAP (@xaa)
> DSAP: ISO Network Layer (@xfe) 7 SSAP: Spanning Tree BPDU (@x42) > Control field: U, func=UI (@x®3)
> SSAP: ISO Network Layer (@xfe) ’ co'ftml field: U, func=UL (0x03) Organization Code: ©@:80:63 (Richard Hirschmann Gm
. Vv Spanning Tree Protocol
° Control field: U, func=UI (6x83) Protocel Identifier: Spanning Tree Protocol (@x2@e9) Protocol 1D: 0x6300
Vv IS0 8473/X.233 CLNP ConnectionLess Network Protocol . A . Vv Data (42 bytes)
Inactive subset Protocol Version Identifier: Spanning Tree (@) e —————— 111 T
v IS0 8873/X.224 COTP C tion-Oriented T t Protocol BPDU Type: Configuration (2x00) rth:
- onnection-Oriented Transport Protoco. > BPDU flags: 0x00 [Length: 42]
Length: 9 > Root Identifier: 32768 / 1 / 00:0f:34:09:36:00
PDU Type: AK Data Acknowledgement (@x@6) Root Path Cost: 12
Destination reference: 0x0018 > Bridge Identifier: 32768 / 1 / 00:8f:34:17:9b:00
Your TPDU number: @x@@eeeedc Port identifier: @x8018
Credit: exeeol Message Age: 3
a:;l‘o\g:;m:? 2 > Fr:me 4: 66 bytes on vlz"i‘r‘;l(szsbbits),E 66 by;es cagturet; (528 bits) ) )
. . . . A > Ethernet II, Src: Rockwell 2a:b6:6a (@@:0@:bc:2a:b6:6a), Dst: IPv4mcast_40:61:c0 (81:00:5e:40:61:c0
> Frame 39: 3@ bytes on wire (64@ bits), 80 bytes captured (64@ bits) Forward Delay: 15 « [ S S e e
> IEEE 802.3 Ethernet 9100 .... = Version: 4
> Logical-Link Control .... 8101 = Header Length: 20 bytes (5)
> HP NIC Teaming Heartbeat > 2;::iri::1at?d Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
gth: 52
Identification: @x9@1f (36895)
Time Source Destination Protocol Length Info 7 ©0@. .... = Flags: @xo
1 0.000000 173.215.12.105 173.215.12.123 MSMMS 1453 Request to resend packet(s): :+-0 0000 0000 0000 = Fragment Offset: o
2 0.003208 173.215.12.105 173.215.12.123 Tcp 78 1756 » 1754 [PSH, ACK] Seq=1 Time to Live: 1
3 0.003257 173.215.12.123 173.215.12.105 Tcp 86 1754 » 1756 [PSH, ACK] Seg=1 Protocol: UDP (17)
4 0.007385 173.215.12.105 173.215.12.123 MSMMS 1456 Request to resend packet(s): Header Checksum: @xbeff [validation disabled]
5 0.013161 173.215.12.105 173.215.12.123 Tcp 78 1756 » 1754 [PSH, ACK] Seq=25 [Header checksum status: Unverified]
6 0.013557 173.215.12.123 173.215.12.105 TcP 86 1754 > 1756 [PSH, ACK] Seq=33 Source Address: 10.20.15.6
7 ©.016259 173.215.12.105 173.215.12.123 MSMMS 1432 Request to resend packet(s): Destination Address: 239.192.97.192
8 ©.823185 173.215.12.105 173.215.12.123 TCP 78 1756 » 1754 [PSH, ACK] Seq=49|" User Datagram Protocol, Src Port: 2222, Dst Port: 2222
9 0.023235 173.215.12.123 173.215.12.105 TCP 86 1754 » 1756 [PSH, ACK] Seq=65 Source Port: 2222
10 0.023882 173.215.12.105 173.215.12.123 MSMMS 1109 Request to resend packet(s): Destination Port: 2222
11 0.033167 173.215.12.105 173.215.12.123 TcP 78 1756 » 1754 [PSH, ACK] Seq=73 Length: 32
12 0.033293 173.215.12.123 173.215.12.105 TcP 86 1754 » 1756 [PSH, ACK] Seq=97 Checksum: @x2b@l [unverified]
13 0.043164 173.215.12.105 173.215.12.123 TcP 78 1756 » 1754 [PSH, ACK] Seq=97 [Checksum Status: Unverified]
14 0.043241 173.215.12.123 173.215.12.105 Tcp 118 1754 » 1756 [PSH, ACK] Seq=12 [Stream index: @]
15 0.048115 173.215.12.105 173.215.12.123 MSMMS 1455 Request to resend packet(s): > [Timestamps]
16 ©.053332 173.215.12.105 173.215.12.123 TcP 78 1756 » 1754 [PSH, ACK] Seq=12 UDP payload (24 bytes)
Vv EtherNet/IP (Industrial Protocol)
> Item Count: 2
v Common Industrial Protocol, I/0
Data: 4e2905000000

INTERNAL




7 1.292465 192.168.1.178 192.168.1.177 TCP 60 5413 » 1828 [ACK] Seq=32 Ack=6 Win=8164 Len=0
8 1.423667 192.168.1.178 192.168.1.177 TCP 85 5413 » 1828 [PSH, ACK] Seq=32 Ack=6 Win=8164 Len=31
9 1.554276 192.168.1.177 192.168.1.178 TCP 54 1828 » 5413 [ACK] Seq=6 Ack=63 Win=64766 Len=0
10 2.345414 192.168.1.178 192.168.1.177 TCP 60 5413 » 1828 [PSH, ACK] Seq=63 Ack=6 Win=8164 Len=5
11 2.538669 192.168.1.177 192.168.1.178 TCP 54 1828 » 5413 [ACK] Seq=6 Ack=68 Win=64761 Len=0@
12 2.538837 192.168.1.178 192.168.1.177 TCP 85 5413 » 1828 [PSH, ACK] Seq=68 Ack=6 Win=8164 Len=31
> Frame 5: 482 bytes on wire (3216 bits), 482 bytes captured (3216 bits) > [Erancipssfisolbytesfonfainc)(9120]b1 ) AET1an]by e captinedi(9T20]bits)
> Ethernet II, Src: HewlettP_8a:65:5a (@0:18:fe:8a:65:5a), Dst: HewlettP_bb:27:bf (@@:15:6@:bb:27:bf) ; it:e""e: :‘I:tsrci zcs"{de";"l;”’2‘;9?‘;;27;53‘;1’;i”i;;’i;g 29'1‘1:“"-"5“’““ (Ges BcZedaca i)
- . . nternet Protocol Version 4, Src: .168.1.149, Dst: .168.1.
: I"temft F,,mt‘xol Virsw" 4'15"' 195‘2?0'135'250’ DSt: 192'168'1:194 K: X > Transmission Control Protocol, Src Port: 88, Dst Port: 1505, Seq: 11968, Ack: 1243, Len: 1086
Transmission Control Protocol, Src Port: 443, Dst Port: 2907, Seq: 147, Ack: 548, Len: 348 > [8 Reassembled TCP Segments (9688 bytes): #18(202), #19(1400), #21(1400), #22(1400), #24(1400), #25(1400), #27(1400), #28(1086)]
Source Port: 443 v
Destination Port: 2907
[Stream index: @] Server: VCS-VideoJet-Webserver\r\n
[Conversation completeness: Incomplete (12)] Connection: keep-alive\r\n
[TCP Segment Len: 348] Content-Type: text/html\r\n
Sequence Number: 147 (relative sequence number) ﬁ:zi‘_’;;:::?: z}e,;esg;\:ar 2001 16:20:20 GHT\F\n
Sequence Number (raw): 183574489 > Content-Length: Qaés\r\n
[Next Sequence Number: 495 (relative sequence number)] Expires: @\r\n
Acknowledgment Number: 548 (relative ack number) \r\n
Acknowledgment number (raw): 2548363330 [HTTP response 2/3]
@101 .... = Header Length: 2@ bytes (5) [Time since request: ©.067966000 seconds]
> Flags: @x818 (PSH, ACK [Prev request in frame: 5]
Ninng 64885( ) [Prev respense in frame: 12]
[Calculated window size: 64886] [Request in frame: 15]

Next request in frame: 39
Next response in frame: 91
[Request URI: http://192.168.1.149/]

[Window size scaling factor: -1 (unknown)]
Checksum: @x51d2 [unverified]

[Checksum Status: Unverified] File Data: 9486 bytes

Urgent Pointer: @ Vv Line-based text data: text/html (229 lines)
> [Timestamps] <html>\r\n
> [SEQ/ACK analysis] \r\n

TCP payload (343 bytes) <head>\r\n

<meta http-equiv="Content-Type" content="text/html; charset=windows-1252">\r\n
<title>Hirschmann R-VIP - Operation</title>\r\n
<base target="Seiten">\r\n

Vv Transport Layer Security
Vv SSLv3 Record Layer: Application Data Protocol: Hypertext Transfer Protocol

Content Type: Application Data (23) <input type=hidden value=" " id=jpg>\r\n
Version: SSL 3.0 (@x@308) <link rel=stylesheet Type="text/css" href="vcs@l.css">\r\n

Length: 343 <script language="JavaScript">\r\n

Encrypted Application Data: 3585fda9916a@bc58c@el4cScde5d284dt 51cb33aedc 78ff421c298e6754f... <t--\rin

[Application Data Protocol: Hypertext Transfer Protocol] var stand=false;\r\n

var starting=false;\r\n Frame 26: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{6AC63646-3EAD-437D-A50B-74B543C872AE}, id @

Ethernet II, Src: Dell 46:f5:77 (9@:b1l:1c:46:f5:77), Dst: JuniperN_ff:20:09 (00:10:db:ff:20:09)
Internet Protocol Version 4, Src: 10.18.2.11, Dst: 10.50.131.100
Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: @

Checksum: @x2693 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (@xeeel)

Identifier (LE): 256 (@x@100)

Sequence Number (BE): 11976 (@x2ec8)

Sequence Number (LE): 51246 (@xc82e)

Request frame: 25
[Response time: @,000 ms]
Vv Data (32 bytes)
n P Data: 61626 7071727374757677616263646566676869
[Length: 32]

<Cv vy

bl 1c 46 5 77 08 00 45 00 -~~~ -+ F-w--E-
@1 75 67 @a 12 02 @b Ba 32 <4 ug- 2
D [ Ak [ Type [ Category | Time [ user | Source [ Component | Message | 01 2e c8 61 62 63 64 65 66 d--& - .-abcdef
377 [] © Appicationinfo 2023-03-23 08:42:48 _ kasnerri _ Industrial Fivision Industrial Fivision Started: kasner jir/JIRI-P51 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
876 [] @ Userlnteventon  202303-2308:4247  JRIPSIS  Industrial Hivision Service Industrial Hivision Login, User: kasner.jiri / Host Name: host.docker.internal 67 68 69 wabcdefg hi
575 D © Status Better 2023-03-23 08: JIRIP51$ 192 168 173 152 PrDm(Dls/P(Dh)(Ol SN . Status Improvement: OK (Reachability=Yes)
mm» Worse R b s s P ot S Flbs npamirt i sty )
873 ©  Status Better

JRIPSIS 192,168,173, 152 Protocols|/ . Status c o L sys
8 Jtamc Worse JIRI-P51$ Jtamc Impairment: Error (Reachability=No)
JRIP51S  192.168.173. 152

571 [0 Status Getter Pmtocols/PrutocoISN Status Improvement: OK (Reachability=Yes)

ﬂ— 2 JRIP51$  [192.168.173.152 PProtocols/Protocol SN... [Status Impairment: Error (Reachability=No)
@ Status Beltar 2023-03-2308:32:52  JRIP51$  192.168.173.152 Protocols/Protocol SN... Status Improvement: OK (Reachability=Yes) A BELDEN BRAND
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& Hirschmann Industrial HiVision - DEMO-HIOS - Edit Mode - X

File Edit View Configuration Tools Help

© Back @ Forward ) Up | Qg Losout | ) Home view | 128 Undo ’ S Fnd| ) EdtMode | [} Properties gl www

/OScanNetwork Ql-liDiscoveryScan J*‘ Preferences

Events: 0 ‘ [ﬂ 0 405 Most Severe Recently: PUPNSSEREEE 92.168.173.53/Protocols/Proto... | Status Impairment: Error (Reachability =No)
| Devices i i i
VLAN: Al a Map  List Ports Connections Properties Security Status PoE
Device Class: Al

@r hd

= .y DEMO-HIOS Type ( Status ! Name I IP Address £ ] MAC Address l Product l Chassis I Serial Nr. I System Name l Location I Contact l Firmware Version I Chass.. Name IConfvgl.nﬁon Sig...lPSMtpho
[+ ' 192.168.173.32 J 1'2.168.173.32 192.168.173.32 EC:ES5:55:F9:38:E6 BRS BRS50-0020 1063 BRS-ECES55F938E6 SEMINAR CA2020 - :minar@colaut.cz HiOS-25-99.9.99-... 76FC7F3FF 1589F... E
m 192.168.173.45 G J 1¢ %.168.173.45 192.168.173.45 64:60:38:9D:77:60 GRS UNKNOWN 94228799900000... GRS-6460389D7760 SEMINAR CA2020 :eminar@colaut.cz HIOS-2A-99.9.99... 3E8698B6948F46... E
(i} = 192.168.173.46 - o 19 .168.173.46  192.168.173.46  64:60:38:A8:DD:82 GRS GRS1042-6T6Z  94213599904060... GRS-646038A8D... SEMINAR CA2020 seminar@colaut.cz HiOS-2A-08.4.01 6D189A4627038... %]
© 192.168.173.52 i « 19 .168.173.52  192.168.173.52  64:60:38:A8:BE:14 BRS BRS50-0012 94217099906191... BRS-646038A8BE 14 SEMINAR CA2020  sminar@colaut.cz Hi0S-25-08.4.01 COCCBFDS517228... [
l;} ' 192.168.173.53 ‘ J 1€ 2,168.173.53 192.168.173.53 64:60:38:A8:BE:34 BRS BRS40-0008 94217099906191... BRS-646038A8BE34 SEMINAR CA2020 st vinar@colaut.cz HIOS-25-08.4.01 1B2C0725A5815... @
:j ot 192' 168.173.57 - J 1,2.168.173.57 192,168.173.57 EC:74:BA:6C:FB:40 DRAGON-M... DRAGON-MACH4... 94215300301010... DRAGON-EC74BA... SEMINAR CA2020 semn. ~@colaut.cz HIOS-3A-08.4.01 C6ESC1DDDS54D... E

&y v Devices Map List Devices Ports Connections Properties  Security Status  PoE
- 0 Rogue Devies - j
| S Type | status | Device | Port 4 | speed/Duplex | User | PvID | Ingress VLAN.
=2 | ] 192.168.1.201 1 1000 Full ®) 1 [ 1T,2T,3T,4T
I 192.168.1.201 2 100 Full @ 1 [ 1rzr,3T4er R h I 4 d t k h b ’ h
I « 192.168.1.201 3 1000 Full 80:1f:02:d6:32:b9 1 C wa yC a e e C e C y OVYC
| ] 192.168.1.201 - - - 1 L wa
| ] 192.168.1.201 5 - - 2 L t ° h b
I 192.168.1.201 6 - - 2 [ S aVU, prevence C y
I o« 192.168.1.201 7 1000 Full - 3 [0 3w
» « 192.168.1.201 8 100 Full - 3 O 3 k f
r 192.168.1.201 9 - - 1 O W On IgU race,
Event History Unacknowledged Events 2019-07-30 10:42:17 Filter Events for Object Unacknowledged Events v
D I Ack. I Type I Category | Time User I Source I Component I Message
1768 [] 1. Status Worse 2019-07-30 10:41:35 DENECILT... MAR1030 Power Supply 1/Status Status Impairment: Warning (Status=0ff) "~
1767 |:\ © SNMP Trap 2019-07-30 10:41:35 DENECILT... MAR1030 Relay 1/Status Relay Status Changed
1766 [ O snwe Trap 2019-07-30 10:41:35 DENECILT... MAR1030 Power Supply 1/Status  Power Supply Status Changed (Status=0ff)
ISt s 0 '~‘choule '."Po‘i 1.2/link [Status Impairment: Error (Link=Down
S :30 ASPE32 Module 2/Port 2. 1Link [Status Impairment: Error (Link=Dow
1761 (1] SmP Trap 2019-07 30 10 41 30 DBEC 1LT MAR1030 MAR 1030 The configuration of the Ring Redmdancy has changed
‘tatuf Improvement: OK (Link=Up)
1759 |:] (1) Stams Better 2019-07 30 10: 41 25 DE'EC !.LT RSPE32 Module ZlPot't 2 lﬁ.nk Status Improvement: OK (Link=Up)
1758 1 €@  SNMP Trap 2019-07-30 10:41:24 DBEC!.LT... MSP30 Module 1/Port 1.2ink Link is Up Y
< >
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TXP time telegram identification on L2 / LLC

v Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{A691A85F-FED7-4DDB-A2FD-D504618A3964}, i
Interface id: @ (\Device\NPF_{A691A85F-FED7-4DDB-A2FD-D504618A3964})
Encapsulatlon type: Ethernet (1)

Arrival Time: Dec 4, 2020 09:49:07.495325000 Stredni Evropa (béiny cas)
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1607071747.495325000 seconds
[Time delta from previous captured frame: ©.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds ]
Frame Number: 1
Frame Length: 60 bytes (480 bits)
Capture Length: 60 bytes (480 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:1lc:data]
[Coloring Rule Name: Broadcast] <
[Coloring Rule String: eth[@] & 1]
v IEEE 802.3 Ethernet

- Destination: SiemensN _@1:ff:ef (09:00:06:01:ff:ef) C—

> Source: SiemensN_01:03:52 (08:00:06:01:03:52)
Length: 46

v Logical-Link Control

> DSAP: SNAP (@xaa)

> SSAP: SNAP (@xaa)

» Control field: U, func=UI (0x03)
Organization Code: 08:00:06 (Siemens Nixdorf)
Protocol ID: 0x0100

v Data (38 bytes)

Data: 01b32ed60cd90@0afffffffffffffffffffffffiffffffffffffffifffifffrfffriffif.. <
[Length: 38]
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SIMATIC S5 CPU + 2x CP143 MRS rules configuration for TXP

ci telnet 192.9.222.10
lygqqqqqqy qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqk!
file g fault mih <l

left: MASTER L N, |

x fil account security

QECTTITEUCCCCCCUCUCUUCUCUCUC OO CUCUCUCCUCUCUCUCUUCUC OO U O UG OO U CCU G UG OO U U O UG UG U TR

laqlagqqqqqqqqqqqqqqqqqqqqqqqqqqqFilterqqqqqqqaqaqqqqqqaqqqqqqqgqgk
X x

fAvailable Ports: 1..5

Filter Index: i

Filter Mode : 3

(1:forward 2:disable 3:discard 4:alone S:channel 6:deleted
2:00:06:01:ff:ef-09:00:06:01:ff:ef

right: SLAVE or MASTER
depending on time telegrams
delivery / existence from M to S

IXXXXXXXXXX

=
=
XXXXXXXXX

< SET >

X
X
X
X
X
X
x
X
X
X
x
NgYUUUYYYEYUYYeeYUUqqqeUUqqqqqqUqqqqqquqqqqqqqqqqqqquuqqqqqqqyj

@ s - oy filter ON

RUCKSETZEN
RESET

¢ telnet 192.9.222.10

lq({(.{qqq({q({%‘Iqqqqq({qq({(Iq({({(Iq(I(Iqq({qq({(Iq({({qq(I(.Iq({({(Iqq(Iq(_{qqqqqqqqqqqqqqqqqqqqku
x file q fault account security mih x

nqqqqqqqqeqqqqqqqqeqqqqqqqqeqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqj

RESET

i‘ﬂﬂ Q@ it
o @ ADF @
@ (- i
2 Q@

st si2

laglagqqqqqqqqqqqqqqqqaqeqqqqqqqqFilte rqqqqquqeqquqaqquqaqquqqqqggk
X X

Availahle Por 1..5
Filter Inde
Filter Mode
x {1:forward able 3:discard 4:alone S:channel 6:delete)
Filter Dst. 09:00:06:01:ff:ef-09:00:06:01:ff :ef
Filter Src. :
Filter Type =
Port In
Port Out

SIEMENS | SIMATIC  6ES5948.

IXXXXXXXXXX

€ECRCCEC

< SET >

X
X
X
X
X
X
X
X
X
X
X
L G GO G L C G CCCCCCCCCC U CCCCCC CCC CCCC T UG CCCC CCCCCCC CCC C U R

SIMATIC S5

| filter OFF

COLSYS () HIRSCHMANN
LEDs detecting MASTER / MASTER / SLAVE AUTOMATIK
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MASTER + MASTER
time telegram is NOT available from MASTER
bridge is working with valid rules
L2 MC 09:00:06:01:FF:EF is fully blocked on all ports of BRIDGE

o
¥ STOP
G RUN
@

@ sspur g : : e i WF MASTER + SLAVE

RUCKSETZEN
RESET

time telegram is available
from MASTER
(inside TB/PB or when
BRIDGE has no rules)

SIMATIC S5 CPU + 2x CP143

LED1: MASTER1
LED2: MASTER2
LED3: SLAVE2

COLSYS () HIRSCHMANN
AUTOMATIK A BELDEN BRAND
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