
Kybernetická 
Bezpečnost

“Jsme docela v bezpečí” - Opravdu ?



Compliance is not Security
Falešný pocit bezpečí

  

BM Digital, April 2023, Rev. 1



IT Compliance - Realita
Plně zauditovaný systém odpovídající IEC 27001
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Control Systems 
Continuity Solutions

Zajištění provozní kontinuity řídících systémů

Just imagine that there were a phone number to call and  an actionable 
procedure ready for each piece of equipment at your power station …

      We make your dream come through



Krok 1 - Seznam Zařízení
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Device Cybersecurity and 
Maintenance Datasheet
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Krok 2 - Vytvoření Plánů a Procedur
Jak to obnovit?

BM Digital, February 2023, Rev. 1

• Backup procedures 

• Recovery procedures 

• Testing procedure 

• Data storage procedures 

• Spare parts evaluation



Control Systems Continuity Solutions

(01) - Cybersecurity Governance (CSG) 
(02) - Cybersecurity Risk Management (CSRM) 
(03) - Cybersecurity Performance Evaluation (CSPE) 
(04) - Asset Management (AM) 
(05) - Backup Management (BM) 
(06) - Cloud Security (CS) 
(07) - Configuration and Change Management (CCM) 
(08) - Cryptography Control (CC) 
(09) - Cybersecurity Continuity Management (CSCM) 
(10) - Cybersecurity in Project Management (CSPM) 
(11) - Cybersecurity  Incident Management (CSIM) 
(12) - Data Protection and Privacy (DPP) 
(13) - Human Resource Security (HRS) 
(14) - Identity Access Management (IAM) 
(15) - Legal, Contractual and Regulatory Compliance (LCRC) 
(16) - Logging and Monitoring (LM) 
(17) - Network Security Management (NSM) 
(18) - Physical and Environment Security (PES) 
(19) - Third Party Risk Management (TPRM) 
(20) - Vulnerability Management (VM)

Kapitoly ze “Cybersecurity Příručky”
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Kybernetický útok
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