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Kdyz se rekne prumyslovy a specificky systém
« ICS, IACS, SCADA, lloT, HiofT, ...

 Historicke site a systemy
* Velmi dlouhy zivotni cyklus

- Casto proprietarni, uzaviena fedeni

* Moderni systemy blizké IT, historicke spise tradiCni automatizacni a

zabezpecovaci technice — specifické pozadavky na bezpecnost

* Nezfidka neformalizovany pristup k bezpecnosti
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Relevantni normativy a standardy

- Standardy se vztahem k vyvoji, prumyslu a bezpeénostnimu inzenyrstvi
« ISO (21827:2008 — SSE-CMM)
« NIST (SP 800-82, SP 800-160)

* (Nové vznikajici) normativy a standardy pro specifické oblasti
 SilniCni doprava, kolejova doprava, lloT,...
| po letech stale relevantni

« ISA/IEC 62443

- PERA
X ALEF



Purdue Enterprise Reference Architecture (PERA
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IEC 62443
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Tradicni pristup

 PERA (levels) i IEC 62443 (zones & conduits) vychazi z myslenky
logického Ci fyzického oddéleni prumyslovych systému a siti od zbytku
svéta a rigidniho fizeni pfistupu k nim

« V soucasnosti zpravidla stale optimalni, ne vzdy vSak dosazitelné/mozné

(logovani, lloT, HloT, vozidla,...)

« Obvyklym obecnym fesenim pristup pres vhodnou architekturu a fizeni

rizik
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Architektura na urovni site
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Rizika v prumyslovych a specifickych systémech

« Standardni pristupy k urCovani rizik plné validni

- Zejména u ,safety” (resp. RAMS) mnohdy vice nez u IT

Naturogenni hrozby zpravidla jednoduche urcit
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« Specifické typy technickych aktiv i procesu spojeny se specifickymi

utocnymi postupy a vektory

* Interakéni povrch (attack surface) systému i prostiedi (SoS) ne vzdy

zjevny
N ALEF



Modelovani hrozeb pro prumyslové systémy
- Rizeni rizik
« [EC 62443-3-2 — ZCR 5.1: Identify threats

» Bezpecnostni monitoring

+ |[EC 62443 Foundational Requirement 6 - Timely response to events
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Modelovani hrozeb pro prumyslové systémy

* Vyvoj systému
+ |EC 62443-4-1 — SR-2: Threat model

« Data flows, trust boundaries, processes, data stores, interaction
with external entities, communication protocols, externally-
accessible physical ports, circuit board connections (e.g., JTAG),

attacks on HW, external dependencies, ...

« Explicitné zminéna metodika STRIDE
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Modelovani hrozeb pro prumyslové systémy

« Jak smysluplne postupovat
» Tradicni metodiky pro modelovani hrozeb
- Uzce & naopak velmi Siroce zamé&rené

* Méné tradiCni metodiky?
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STRIDE

« Metodika pro modelovani hrozeb primarné pro SW produkty

* Vyuzitelna potencialne i v jinych oblastech, kde ale neni nezbytné vhodna

- Kategorie hrozeb

* Spoofing  Denial of Service

» Tampering - Elevation of privilege
* Repudiation

* |Information dislosure
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Dalsi relevantni metodiky pro modelovani hrozeb

* TradiCni
« Attack Trees
+ Méné tradicni, avsak vysoce efektivni

- OSSTMM
- MITRE ATT&CK

N ALEF



Stromy utoku (attack trees)

* Vysoce genericka formalni metodika pro modelovani hrozeb pro libovolny

(a tedy i prumyslovy/specificky) systém

« Postupne vytvareni stromu v némz cil utoku je korenem a listy jsou

ruznymi zpusoby jeho dosazeni
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Pick Lock Learn Combo Cut Open Sake |mg1|%t£r|y P|d( Lock Learn Combo Cut Open Saje | Install | Pick Lock Learn Combo Cut Open Safe I Install |
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OSSTMM

* Ve verzi 3 neni OSSTMM (jen) metodikou pro bezpecnostni testovani

* Velmi dobra vazba na segmentaci do ,zones and conduits” a identifikaci

Jlogical and physical access points® dle IEC 62443, stejné tak na ,levels”
v PERA

* Nepracuje s rizikem, ale s ,poréznosti“ systému (velikosti interakcniho

povrchu)

X ALEF



OSSTMM

X ALEF

Operations

Visibility

queioi OiSec Limitations

Exposure

Access

Trust

Vulnerability

Controls

Class A -
Interactive

Authentication

Indemnification

Resilience

Subjugation

Continuity

Weakness

Class B -
Process

Non-Repudiation

Confidentiality

Privacy

Integrity

Alarm

Concern

Anomalies

Zdroj: OSSTMM



MITRE ATT&CK
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MITRE ATT&CK ICS
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MITRE ATT&CK ICS
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MITRE ATT&CK ICS
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User Execution

Initial Access  Execution Persistence
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Drive-by Change Hardcoded

Compromise Operating Credentials

Mode

Exploit Public- Modify Program

Facing Command-

Application Line Interface Module Firmware

Project File
Infection

System Firmware

Valid Accounts

Procedure Examples

D Name
S0603 = Stuxnet
S1009 = Triton

Mitigations

Description
Stuxnet modifies the Import Address Tables DLLs to hook specific APIs that are used to open project files. 2

Triton's injector, inject.bin, changes the function pointer of the ‘get main processor diagnostic data' TriStation command to the address of imain.bin so that it is executed
prior to the normal handler. 3

1D Mitigation Description
M0947  Audit Perform audits or scans of systems, permissions, insecure software, insecure configurations, etc. to identify potential weaknesses. Perform periodic integrity
checks of the device to validate the correctness of the firmware, software, programs, and configurations. Integrity checks, which typically include cryptographic
hashes or digital signatures, should be compared to those obtained at known valid states, especially after events like device reboots, program downloads, or
program restarts.
M0944  Restrict Restrict the use of untrusted or unknown libraries, such as remote or unknown DLLs.
Library
Loading
Detection
ID Data Source Data Component Detects
DS0009 Process OS API Monitor for API calls that can be used to install a hook procedure, such as the SetWindowsHookEx and SetWinEventHook functions.“II°l Also
Execution consider analyzing hook chains (which hold pointers to hook procedures for each type of hook) using tools“Iel7] or by programmatically
examining internal kernel structures. €]
Process Verify integrity of live processes by comparing code in memory to that of corresponding static binaries, specifically checking for jumps and other
Metadata instructions that redirect code flow.
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MITRE ATT&CK jako zaklad pro model hrozeb

* Moznost primocCareho mapovani relevantnich hrozeb:
- Jaké skupiny Skodlivych aktért a jaké nastroje jsou pro nas
relevantni?

* S jakymi (sub)technikami jsou spojene?

* Nezbytny alespon elementarni CTI program

Q

X ALEF



MITRE ATT&CK Navigator — modelovani hrozeb
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new tab X +

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices.
It can be used to visualize defensive coverage, red/blue team planning, the frequency of
detected techniques, and more.

help changelog theme v
Create New Layer Create a new empty layer
More Options v
Open Existing Layer Load a layer from your computer or a URL
Create Layer from other layers Choose layers to inherit properties from
Create Customized Navigator Create a hyperlink to a customized ATT&CK Navigator
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layer - layer1 = new tab X + @

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices.
It can be used to visualize defensive coverage, red/blue team planning, the frequency of
detected techniques, and more.

help changelog theme v
Create New Layer Create a new empty layer v
Open Existing Layer Load a layer from your computer or a URL v
Create Layer from other layers Choose layers to inherit properties from >
domain *
ICS ATT&CK v13 Y Choose the domain and version for the new layer. Only layers of the same domain and version can be merged.
Use constants (numbers) and layer variables (yellow, above) to write an expression for the initial value of scores in the
new layer. A full list of supported operations can be found here. Leave blank to initialize scores to 0. Here's a list of
score expression available layer variables:
ERd)
. a (layer)
. B (layer1)
gradient ¥ Choose which layer to import the scoring gradient from. Leave blank to initialize with the default scoring gradient.
coloring -

Choose which layer to import manually assigned colors from. Leave blank to initialize with no colors.
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MITRE ATT&CK ICS - postup modelovani hrozeb

1. Stanoveni rozsahu prostredi

2. ldentifikace relevantnich skodlivych aktért a nastroju

3. ldentifikace relevantnich technik

4. Mapovani technik na MITRE ATT&CK v nastroji Navigator
5. Prioritizace relevantnich technik

6. Zmapovani pokryti modelu existujicimi opatrenimi

/. ldentifikace opatreni pro pokryti prozatim nepokrytych (sub)technik

X ALEF



Co rici na zaver?

* Pfinosy modelovani hrozeb pfi vyvoji i ochrané prumyslovych a
specifickych systému (pfipadné SoS) jsou neoddiskutovatelné

« Vychazeni z tradi¢nich ,katalogu hrozeb” je pfinejmensim nevhodné

* Vyuzivani metodik a postupu uréenych puvodné pro IT, vyvoj softwaru, Ci
jiné prumyslové/specifické oblasti muze byt v pfipadé konkrétnich OT

systému pro zajisténi bezpeclnosti relativné zajimavé

X ALEF
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Prostor pro Vase
dotazy



X ALEF

Dekuji Vam za
pozornost



