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Fortinet Security Fabric

Komplexní ochrana OT sítí

Jan Nguyen, Cyber Security Consultant
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Útoky na OT infrastrukturu

2010

Stuxnet disrupts 
Iranian nuclear 

program

2014

Michigan 
traffic light 

hacked

Hospital drug 
infusion pumps 

hacked

2013

New York dam 
floodgates 

compromised

2017

Maersk 
Shipping 

global 
shutdown 

by 
ransomewa
re ($250M)

Merck & Co. 
global production 

shutdown by 
ransomware ($1B)

2019

ASCO Parts 
shutdown by 
ransomware

Global 
aluminum 
producer 

shutdown by 
ransomware

2020

SolarWinds 
Orion

Ekans 
ransomware 

attack on 
Honda, 

Fresenius

Cybersecuri
ty incident 

at large 
brewing 
company 
Molson 
Coors

JBS USA 
meat 

producer

Attempted 
poisoning of  

Oldsmar 
Tampa H20 

Supply

Colonial
Pipeline

20212016

MIRAI Botnet 
145,000 IoT 

devices

Ukraine 
power grid 
knocked 
offline

2018

Trisis/Trito
n: Malware 
designed 

to 
compromis

e safety

Ukraine 
power grid 
knocked 
offline

Power 
generation 
malware

Kojima 
Industries a 

Toyota 
parts 

supplier 
attack 

impacts 28 
production 

lines

2022

ACGO ag 
equipment 
and parts 
ransomwar
e

OT targeted attacks
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Shodan.io
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Shodan.io



Seyfor: Non-public / Neveřejné

Fortinet Security Fabric

Zero Trust 
Access

Cloud 
Security

Open 
Ecosystem

Secure 
Networking

FortiGuard
Threat 

Intelligence

Network 
Operations

Security 
Operations

Široký záběr
• Vhled a ochrana provozu od uživatele, přístupovou 

vrstvu, NGFW až po samotnou aplikaci či cloud

Integrace
• Možnost propojení s řadou produktů od společnosti 

Fortinet či jiných výrobců

Automatizace 
• Zrychluje odezvu od detekce bezpečnostního incidentu 

po jeho mitigaci
• Využívá prvky umělé inteligence (AI) a strojového učení 

(ML)
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Fortinet Rugged Solution for ICS/OT
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Fortinet’s Security Fabric Protects OT&IT

Informatio
n 
Technolog
y (IT)

Operationa
l 
Technology 
(OT)

Radius + VPN 
Server

INTRANET REMOTE SITE

Radius + VPN 
Server

Internet

JumpboxHistorian

DMZ NETWORK PROCESS NETWORK CONTROL NETWORK

FIELD NETWORK

HMI

Operator SCADA 
Server PLC PLC PLC

Pump

Fan

Valve
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Addressing Critical Use Cases Integrating OT & IT

Deep OT Visibility

Role-based
Access Control

Centralize
Security 

Management

Secure Remote 
Connectivity

Securing
Critical End Point

Zones and 
Conduits

Advanced
Persistent Threat

Information 
Technology 
(IT)

Operational 
Technology 
(OT)

Radius + VPN 
Server

INTRANET REMOTE SITE

Radius + VPN 
Server

Internet

JumpboxHistorian

DMZ NETWORK PROCESS NETWORK CONTROL NETWORK

FIELD NETWORK

HMI

Operator SCADA 
Server

Pump

Fan

Valve

PLC PLC PLC
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Securing Operational Technology

Process Control 
Zones

Operations & 
Control Zones

Business & 
Enterprise Zones

Network 
Microsegmentation

Network Access Control

Web Services Security

Secure Remote Access

Threat Protection

Application Control

Endpoint Security

Honeypot

Sandbox

NOC/SOC

2.5

Business Plannng & 
Logistics Site Systems & Networks

Enterprise Network Corporate Systems & Networks

Basic Control PLCs, RTUs, IEDs

Area Supervisory 
Control HMIs, Historians

Operations & Control Simulation, Engineering, Test

Process Actuators, Sensors

Industrial Control System (ICS) Boundary
Minor Enforcement Boundary

2.5

Operational Technology (OT) Boundary
Major Enforcement Boundary

3.5

Information Technology (IT) Boundary
Major Enforcement Boundary

5.5

Cloud &
External Zones

Fortinet Security 
Fabric

Network Segmentation

Boundary: Demilitarized Zone (DMZ), Security Conduit
Zones: Security Zones
IPS: Intrusion Prevention System 
SIEM: Security Information and Event Management
SOAR: Security Orchestration, Automation and Response

External Networks Internet, Cloud, VPN

SIEM

SOAR

Centralized 
Management

NOC/SOC

Centralized 
Logging & 
Reporting

Cloud 
Security

Cloud NGFW Cloud EDR Cloud Sandbox Cloud SIEM

Honeypot Sandbox

Network Access 
Control

Endpoint 
Detection & 
Response

Multi-factor 
Authentication

Routed 
NGFW

Transparent 
NGFW

Intrusion 
Prevention

Application 
Control

Next-Generation Firewall and IPS

Secure 
Switch

Web Application 
Firewall

Single 
Sign-OnThreat Protection

Fabric API

Partners

Safety Safety Instrumented System

Air-gap / Safety Related Control Systems Boundary
Major Enforcement Boundary

Safety Zone

VPN
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FortiGate
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FortiNAC
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FortiNAC
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FortiDeceptor

Pracovní
stanice
Windows

IOT / 
Linux

SCADA, OT sítě

FortiDeceptor

Napadené
decoys

Tokeny DB 
Server

APP 
Server

FILE 
Server

Notifikace, 
alert

VLAN 3 
10.0.3.0/24

VLAN 2 
10.0.2.0/24

VLAN 1 
10.0.1.0/24

Decoys VM

VM

V
M VM

VM

VM

VM

FortiGate FortiSIEM FortiAnalyzerFortiNAC
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FortiDeceptor

VoIP Decoys
• SIP
• XMPP
• MQTT

Local Windows Decoys
• Windows 7 
• Windows 10

Custom Windows Decoys
• Windows 7 
• Windows 10
• Windows Server 2016
• Windows Server 2019

Windows Lure / Token
• SMB
• RDP
• TCP Port Listener
• SQL (MS-Server)
• Cache Credentials
• Fake Network Connection
• SQL ODBC
• SAP Connector 
• FTP
• HoneyDocs

(Office & PDF & Excel)

SCADA Decoys
• HTTP
• FTP
• TFTP
• MODBUS
• S7COMM (Siemens)
• BACNET
• IPMI
• TRICONEX (Schneider)
• GUARDIAN-AST
• IEC 60870-5-104
• EtherNet/IP (Rockwell)
• DNP3
• SRTP (GE IP Series 90-30)
• MOXA (NPORT)
• SCADABR (MGMT)

VPN Decoys
• FortiOS

VPN Lures
• SSLVPN

IoT Decoys
• Cisco Router
• IP Camera
• Printers (HP,Lexmark,Brother)
• UPS

Cloud Decoys
• AWS
• AZURE
• GCP

Application Decoys
• SAP
• ERP
• POS
• GIT

Linux Decoy
• Ubuntu 16.0.4
• Ubuntu 18.0.4
• CentOS
• Outbreak Alerts
Linux Lure / Token
• ESXi
• ELK
• MySQL
• Tomcat

Medical Decoys
• PACS
• DICOM
• Infusion Pump
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FortiSIEM a FortiSOAR
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Applying Fortinet’s Reference Architecture to Purdue

Level 3
Operational DC 
Manufacturing Zone

Level 3.5
Operational DC DMZ  
Management Zone

FortiGate 
FortiLink
FortiSwitch
Private VLANs
Micro Segmentation   

Wide Area Network 
MPLS, SD-WAN, 3G, 4G, 
APN, VPN
ADSL, Cable

FortiSwtich

Remote User

Level 4
External 
Enterprise LAN
Corporate Environment  

Level 5
Internet DMZ 
Enterprise
Corporate Environment 

Remote Vendor

Zones of Control 
Zones and Conduits 
Micro Segmentation
Physical and Virtual 
Segmentation

Engineering 
Server Zone 

Historian
Server Zone

Application 
Server Zone 

Engineering 
WorkStation Zone 

Operator 
WorkStation Zone 

Domain 
Controller

FortiClient EMS 
Server FortiAuthenticatorFortiManager FortiAnalyzer

FSSO

FortiSandboxFortiSIEM

FortiMailFortiWeb
Email 
Servers

Web 
Servers

Enterprise 
Desktops

Business 
Servers

FSSO

Authentication Services
& Domain Controllers

Level External 
Internet 

FortiSwtich

FortiGate 

FortiGate 

FortiGate 

FortiGuard Threat 
Intelligence 
Service

FortiGuard 
Global 
Intelligence

Operational Technology (OT) Authentication Boundary 

FortiNAC

Electrical Substation Purdue, ISA-99, 
IEC-62443
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OT Security Solution Hub
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Thank you
for your attention.


