Polygon operachich
technologii na NUKIB v 0.2

Jan Zdrha - Oddéleni bezpecnosti operacnich technologii

NUKIB




Ndrodni urad

O cem budeme mluvit B ioike habiakon

a informacéni bezpecnost

* Kybernetické incidenty pohledem NUKIB
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* Polet a zadvaZnost kybernetickych bezpeénostnich incidentt nahlagenych NUKIB
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Kybernetické incidenty pohledem NUKIB Soh Eemutin

a informacéni bezpecnost

e Trendy v kybernetické bezpeénosti pohledem NUKIB

* Phishing, spear-phishing a socialni inzenyrstvi
* Malware
* Ransomware
* Skupina LockBit 3.0
* Zranitelnosti

Ivanti
Nastroj XZ

e DDoS



Kybernetické incidenty pohledem NUKIB

Ndarodni urad
pro kybernetickou

* Kompromitace rozsitreného ndstroje systémdu na bazi Unix
* linuxovy nastroj XZ (open-source nastroj pro kompresi dat)
* Backdoor cileny na distribuce linuxu Debian a Fedora
* Zranitelnost je oznacovana jako CVE-2024-3094 s kriti¢nosti CVSS 10

a informacéni bezpecnost

previous conditions are met.

- Compilation Process
JIconfigure $builddir/src/liblzma/MakeFile
o Build-to-Host.m\ is executed and
subsequent scripts. L @ ) Backup original object files
® Target 08 check: R =/
' o Ensure it is x8b-6Y Linux l | pectic Comer 'mn Flags: ) § w
—————————————— \ -Wl, now, -z: Triggers LD_BIND_NOW, making GNU ifunc resolvers
. Build Context Check: 1 N B i
BB T pr s run at startup, and gets the backdoor called during this.
sk P [ ~fno-Ito: Disables link-time optimization to prevent the compiler
it bereto L ) L and linker from optimizing out the malicious code.
(
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® Generate *malicious* MakeFile if i

. Modification of files crebY_fast.c and cre32_fast.c.
These conditions targets systems building

the xa utility for distribution packages, | “ G o -\
& increasing the chanice oF preading fhe e L% . Compilation, Linking Stage Manipulations, Cleanup QX

backdoor via official channels.
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Exploiting ifunc for Backdoor Execution

/ GNU indirect functions (funcs) is @ mechanism B0 Obfuscatad Code Execution

a allowing the resolution of a function call to [nise] || Uses otiumentn eade and ramaves symiset rvses
different implementations at runtime, occurring to complicate static and dynamic analysis.

very early in the program's startup, before the
Custom Allocator
o employs a custom allocator to masquerade
u allocation requests disquised through liblzmal's

main application logic begins.
allocation functions, to perform symbol lookup.

Audit Hook Dynamic Modification
The audit hook alters dynamic symbol resolutions, letting
attacker redirects function ‘AsA_public_decrypt’ to
malicious implementation by modifying entries in the
Global Offset Table (GOT) which maps code symbols to'
thei absolute memory addresses.
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—_ o The backdoor s activated by connecting with an SsH certificate
[_| Exploitation containing a payload i the Certificate Authority signing key's
modulus (N) value.
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a informacéni bezpecnost

e Zneuziti PLC Unitronics pouzivanych ve vodarenstvi CyberAv3ngers
* Produktovou radu Vision kombinované PLC s HMI
* 27.listopadu 2023 utok na vodarenské subjekty
» 28. listopadu 2023 CISA

* Systémy vystavené do internetu
e Defaultni heslo, 1111

* 18. prosince 2023 vydano doporuceni na aktualizaci FW
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Polygon
operacnich technologii

* Model uhelné elektrarny
* Pasovy dopravnik S7 1200

* Turbina elektrarna S7 1200
* Rozvodna Siprotec 5 + RTU Sicam A8000

e Podplrné technologie
* Podpurné technologie Wago, Schneider electrics

* 3D model elektrarny s vizualizaci stav( 3D tisk

* Databaze Historian PostGreSQL
» Zobrazeni stavu technologie SCADA vizualizace a scoring bot .NET + ASP
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dékuji za pozornost
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e-mail: jan.zdrha@nukib.cz
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