Konference SCADA Security — zavérecna zprava

Dne 15. kvétna 2025 se na Policejni akademii Ceské republiky v Praze konala konference SCADA
Security, ktera byla soucasti platformy Future Forces Forum. Akce se zucastnilo vice nez 130
registrovanych uéastnik( z Ceské republiky a Slovenska, véetné zastupc(i vefejné spravy, provozovatel(
kritické infrastruktury, akademické sféry, primyslu a odbornik( na kybernetickou bezpecnost.

Konference SCADA Security se zamérfuje na bezpecnost prumyslovych fidicich systému (ICS), operacnich
technologii (OT) a prostiredi SCADA, a to zejména v kontextu soucasnych a nové se objevujicich
kybernetickych hrozeb, legislativnich zmén a technologickych inovaci. Cilem konference je vytvofrit
prostor pro odbornou diskusi, sdileni znalosti a budovani spoluprace mezi klicovymi aktéry v této oblasti.

Program konference nabidl pestrou kombinaci odbornych prezentaci, panelovych diskusi a workshopt,
které se vénovaly témto tématlim:

e Aktudlni a budouci kybernetické hrozby pro systémy ICS/SCADA

e Legislativa a regulace v oblasti bezpecnosti OT (vCetné smérnic NIS2 a CER)

e Reakce naincidenty a digitalni forenzika v pridmyslovém prostredi

e Technologické inovace v kyberbezpecnosti SCADA/ICS

e Propojeni ICS/SCADA s CRYPTO (QKD, PQ)

e Bezpecnostni vyzvy v kritické infrastrukture a energetice

e Spoluprace statu, akademie a soukromého sektoru v oblasti vyzkumu a vyvoje

Jednim z vrchold programu byl kulaty stdl na téma ,,Ochrana obyvatel pomoci modernich SCADA/ICS
systému a vyzkum v oblasti kybernetické bezpecnosti“, ktery se uskutecnil pod zastitou organizace
NUKIB. Setkéni spojilo zéstupce Ministerstva vnitra, Hasi¢ského zachranného sboru, akademické sféry i
soukromého sektoru, ktefi diskutovali o lidském rozméru kybernetické bezpecnosti SCADA/ICS systéml
a jejich roli v ochrané klicové infrastruktury.

Konference se rovnéz vénovala pravnim a regulatornim aspekttim kyberbezpecnosti ICS, véetné
odpovédnosti za skody zpUsobené kybernetickymi incidenty, ochrané provoznich dat a souvislostem
mezi kyberbezpecnosti a ochranou soukromi.

Atraktivni program v kombinaci s intenzivnimi moZnostmi networkingu béhem prestavek vytvofil
jedinecné prostredi pro sdileni poznatk, navazovani novych kontaktl a vznik spoluprace. Konference
SCADA Security Conference opét potvrdila, Ze kyberneticka bezpecnost v priimyslovych systémech je
multidisciplinarni oblasti, kde se musi propojit technologie, legislativa, strategie i vzdélavani.

Prezentace z konference jsou zverejnény a ke stazeni na oficialnich webovych strankdch konference.

Partnefi konference: COLSYS-AUTOMATIK, ALEF NULA, ROHDE&SCHWARZ-PRAHA, CLOUDFIELD,
GREYCORTEX.



SCADA Security Conference — final report

On 15 May 2025, the Police Academy of the Czech Republic in Prague hosted the SCADA Security
Conference, held as part of the Future Forces Forum. The event was attended by over 130 registered
participants from the Czech Republic and Slovakia, including representatives of public institutions,
critical infrastructure operators, academia, industry, and cybersecurity professionals.

The SCADA Security Conference focuses on the security of industrial control systems (ICS), operational
technologies (OT), and SCADA environments, particularly in the context of current and emerging cyber
threats, legislation, and technologies. The event aims to create a platform for expert discussions,
knowledge sharing, and building cooperation between key stakeholders in the field.

The programme included a rich mix of expert presentations, panel discussions, and workshops,
covering the following areas:

e Current and Future Cyber Threats for ICS/SCADA Systems

e Legislation and Regulation in OT Security (including NIS2 and CER directives)
e Incident Response and Digital Forensics in Industrial Environments

e Technological Innovations in SCADA/ICS Cybersecurity

e Interconnection of ICS/SCADA with CRYPTO (QKD, PQ)

e Security Challenges in Critical Infrastructure and Energy Sector

e Cooperation between State, Academia and Private Sector in R&D

A highlight of the programme was the roundtable discussion on “People Protection through Modern
SCADA/ICS Systems and Cybersecurity Research", organized under the auspices of NCISA. It brought
together representatives from the Ministry of the Interior, Fire Rescue Service, academia, and the
private sector to discuss the human dimension of ICS/SCADA cybersecurity and its role in protecting vital
infrastructure.

The conference also addressed the legal and regulatory aspects of ICS cybersecurity, including liability
for damages caused by cyber incidents, protection of operational data, and the interplay between
cybersecurity and privacy.

An engaging programme, combined with intensive networking opportunities during breaks, created a
unique environment for exchanging insights and establishing new collaborations. The SCADA Security
Conference once again confirmed that cybersecurity in industrial systems is a multidisciplinary field,

where technology, law, policy, and education must go hand in hand.

The conference proceedings are published and made available for download on the official conference
website.

Conference partners: COLSYS-AUTOMATIK, ALEF NULA, ROHDE&SCHWARZ-PRAHA, CLOUDFIELD,
GREYCORTEX.



