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Cile modernizace OT (Operational Technology)

Optimalizovat efektivitu Umoznit rozhodovani v
vyroby realném case
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Zabezpeceni siti Operation Technology

citliva na jakékoli zmény.

Rostouci adopce novych
technologii, jako jsou 5G, lloT a
cloud.

VétSina pramyslovych Fidicich

systému nema bezpecnost

zabudovanou jiz v navrhu a je
' N4 \

Rozsirovani attack surface (uto¢na
plocha); zavislost na ochrané
pomoci air-gap se zmensuje.

Pozadavky na vzdaleny pristup pro
treti strany a zameéstnance vytvareji
dalSi bezpecnostni rizika.

Iniciativy digitalni transformace
(Industry 4.0) podporuiji
konvergenci IT a OT siti.

Zavislost na OEM dodavatelich
a systémovych integratorech
(Sl) vystavuje kritické systémy
dalSim rizik(im.
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Utoky na OT infrastrukturu se stupriuiji

Attacks are increasing in frequency and impact

Merck & Co. Cybersecurity ACGO ag Ukraine Danish SektorCERT ~ FrostyGoop malware
Stuxnet disrupts Hospital drug ~ German steel MIRAI Botnet  global production Global aluminum Ekans incident at large equipment power grid discovery of zero-  Shuts heat down in
Iranian nuclear infusion pumps ~ mill furnace 145,000 loT shutdown by producer shutdown ransomware ~ Attacks on brewing company and parts knocked day vulnerabilities ~ Ukrainian apartment
program hacked destroyed devices  ransomware ($1B) by ransomware attack on Honda,H20 Supply Molson Coors ransomware offline in Zyxel firewalls  building during winter
Fresenius
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New York dam  Michigan traffic Car transmission  Ukraine power Maersk Shipping  Trisis/Triton: ASCO Parts SolarwWinds ~ JBS USA Colonial Kojima Power DP World Australia's
floodgates light hacked and brakes grid knocked  global shutdown ~Malware designed  shutdown by Orion meat producer Pipeline Industries a generation operations were
compromised controlled offline by ransomware  to compromise ransomware Toyota parts malware crippled closing four
($250M) safety supplier attack major terminals.
impacts 28
production lines
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CISOs a vrcholovi manazefi prebiraji odpovédnost za kybernetickou bezpe¢nost OT.

Responsibility for OT Security
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Doporucené osvedceneé postupy pro ochranu OT

Visibility & SOC & Platform OT threat
Compensating Incident Approach intelligence
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Bézneé vyzvy pri zabezpecCeni OT

O K

Cloud Remote
* [T tools, not for OT

= * Complex to manage
-- )

= * Lack OT visibility
[==m)

Campus Branch Data Center

(&) i

DMZ Colocation

<=p LAN @ Mobility

Contractors
C
%‘a Legacy M
Systems _—
SCADA loT

* Visibility only
e Siloed management

i
Critical Infra

= —~ Limited protection

« HighTCO
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Fortinet OT Security Platform: Komplexni zabezpeceni OT

(@ O (¥l
o @)
Segment Secure Simplify
Networks Devices Operations
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Fortinet OT Security Platform: Komplexni zabezpeceni OT

FortiOS unifies OT
visibility, connectivity,
remote access, and

rugged infrastructure Secure OT IT soc

Edge to Cloud Converge your IT/OT SOC to
automate and reduce MTTR

o ) £-2

Segment Secure Simplify

Networks Devices Operations

Modernize and

connect IT based Privileged
to OT Access secure
outbound traffic

. Get Standalone OT SOC &
MFA and agent OT Intel for APT defense

amn
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OT Security Platform
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OT Security Platform

1 Secure
ﬁl Networking

Cloud &
External
Business &
Enterprise
wn
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Operation & 2
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()] Forti
7 ortiExtender
Process §
Control Ler)
wn
FortiAP
Safety &
OT Protection FortiSwitch

+——— Secure Service Edgeg —mm
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FortiSASE

FortiPAM

FortiClient

FortiClient EMS

FortiAuthenticator

FortiToken

<«————— Secure IT/OT Convergence —>

[ — Security
E Operations

Security
Services

FortiSOAR I Applications
) & Protocols
3]
2
FortiSIEM 2
=3  Device Detection
% & Virtual Patching
3]
FortiManager ..g
= Analytics
FortiAnalyzer 1 & Compliance
FortiDeceptor
Ecosystem
Partners
FortiNDR

Fabric-Ready
Solutions

FortiEDR
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ProcC resit zabezpeceni OT siti pomoci Fortinet Security Fabric?

3% lidr v oblasti OT
platforem
Westlands Advisory
IT/OT Cybersecurity
Platform Navigator

Vyznamné prednosti:

Integrace napfic
Fortinet OT Security
Platform

Inovace pri
zabezpeceni slozitych
prostredi

11

Fortinet je Siroce uznavan
pramyslovymi podniky,
provozovateli kritické

infrastruktury a
zainteresovanymi stranami v
oblasti kybernetické
bezpecénosti OT jako predni
poskytovatel platforem pro
OT bezpecnost.

IT/OT Network Protection Platform Navigator 2025

Fortinet

' (1707 Network Protection
Platorm Navigater 2025

navigator.westlandsadvisorycom
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Fortinet a OT Security

Vhiled do OT Konvergence mezi
protokoli OT a IT svétem

Customer Komplexni OT
Beneft platforma

How Fortinet Nejvice OT signatur pro Spolecny FortiOS pro ITa OT
Delivers integrovanou bezpeénou siti, ochranu neopravenych OT umozfujici plynulé, efektivni a
principem zero trust a SecOps zafizeni, unikatni bezpecfné provozovani siti.
navrzena pro OT. automatizované virtualni
zaplatovani.

Impact

m [ 93% B 2 86%
More OT signatures

Reduction in TCO

Reduction in threats
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FortiGuard OT Security Service
+3,500

Protocol Rules

~800

IPS Rules

+1,600

OT App Detection Rules

+2,100

OT Virtual Patch Rules

Allen Bradley DF-1
DNP3

Ether-S-Bus
EtherCAT
EtherNet-IP/CIP
FL-NET

GE EGD

IEC 60870-5-104
IEC 61850

IEC Synchrophasor
KNXnet/IP

LonTalk

Mitsubishi MELSEC
MMS

Modbus RTU
Modbus TCP/IP
OCPP

OPC

OPC UA

Profinet CBA
Profinet IO

Rockwell FactoryTalk
SafetyNET
SECS-II/GEM

SEL Fast Nessage
Schnedier UMAS
Siemens S7
Siemens S7 Plus
Siemens SIMATIC CAMP
TRDP

Triconex TSAA
Triconex TriStation
WITSML

...and many, many more

Integrations

Al-Powered Security

FortiGuard Labs Threat Intelligence

0-day
Research

Fabric
Integration

Databases

NGFW SD-WAN

Deception

ABB
ETIC
Advantech
Fuiji
AVEVA
GE
B&R Automation
Iconics
Contec
Inductive Automation
Delta IA
InHand Networks
DUT CCE
KeySight
Eaton
Korenix

Sandbox

Moxa
Ricon
mySCADA
Rockwell
OAS
Schneider
Omron
SEL
Osprey
Siemens
Pepperl+Fuchs
Sierra Wireless
PnP SCADA
WECON
PTC
Wibu Systems
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PIné odolné pro jakékoli nasazeni

NGFW

FortiOS

OTSS

—

g

OT IPS Virtual Patching”
LRich Networking & SD-WAN

| G OOB & VRRP

Outdoor & Fleet

Wi-Fi
C1D2 / ATEX

Segmentation
FortiLink
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FortiGate Rugged Series
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Virtual Patching: Ochrana starsich OT zarizeni pred zneuzitim

S aktivovanou funkci FortiGate automaticky nasazuje OT IPS
pravidla k ochrané zranitelnych starSich zarizeni (PLC, HMI atd.)

vystavenych externim sitim.
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External Networks (IT, Internet)
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OT Process & Control Zones
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< Neni to jen o NGFW pro OT @

FortiLink BLE

Industrial Switching
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Segmentace OT siti pomoci FortiLink

@zdéleni OT systému do zérx

Rizeni OT provozu

Implementuje klicové OT
koncepty

Lepsi bezpCenost nez s
klasickou segmentaci

wegruje NGFW a LAN /

Microsegmentation
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& FortiExtender Rugged

VXLAN
Priimyslové 5G routery & Wireless WAN Exension o
Annnnann /3*;»‘54’;5:”
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o Wireless WAN Outdoor & Fleet . L
Digital I/0 Port & P5G Support Industrial Certifications Wi-Fi 6
(®) .
IP64 & IP67 Form eSIM, Dual Physical SIM ﬁ VRRP & Out of
__J) Factors & Dual Radio support Band Management
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Vylepsena segmentace a bezpecné pripojeni

Umoznit bezpeénou transformaci napfi€ celou organizaci
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FortiAnalyzer: Dashboard a reporty zameérené na OT

Zobrazeni OT podle Purdue modelu
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FortiSOAR OT/IT

FortiSOAR pridal OT/IT prehledové
dashboardy pro vizualizaci aktiv a
upozornéni napri€ urovnémi
Purdue. Napfriklad:

Metriky zalozené na Purdue modelu
a rozlozeni aktiv

Metriky dllezitych zranitelnosti
Metriky OT rizik

Metriky béznych technik utoku
Metriky ngj\{yznamnéjéich
upozornéni

Metriky MTTD/MTTR (Mean Time to
Detect / Mean Time to Respond)
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Bezpecny vzdaleny pristup do OT siti

 Zajistit pristup pouze
. Control opravnénym
FortiPAM Remote uzZivatelim podle

Access principu nejmensich
prav

» Bezpecné ukladat
Manage prihlaSovaci udaje a
Secrets automaticky vytvaret
a ménit hesla

» Audit po ukonceni
relace a moznost
okamzité ukoncit
relace v realném
case

Monitor
Sessions
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Container FortiOS

S & O

Docker Kubernetes

Devices
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Partnerstvi v OT segmentu @Fﬁ?ﬁé‘iw

OT TECHNOLOGY PARTNERS
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Pozvanka na nas stanek

OT demo case

« Simulace Fizeni vytapéni a chlazeni budovy

« Demonstrace prace s incidenty k OT
prostredi
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