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Authenticaton

Focus on users, not technologies
EU – whatever includes „a card“ is considered as a 2FA 
Machine to machine (M2M) authentications are ignored
M2M auths are outnumbering human beings auths
A typical IT clerk can lost their job because some mission critical
automated process failed to start. Poor security is unseen and not 
considered a problem – at least till something happens.
Machines (programs) have no card, no mobile phone, no finger tip, no 
eye scan, no face. 
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Language problem -> mindset problem
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Authentication reality all around the world
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Typical unsecure machine authentication
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Machine auth with SAB5 privileged accounts management – easy to 
implement, very safe
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NoteActionFactor

Aka passkeyTicket1

IP addr/networkLocation2

Auto run by cronTime of the day3

Multi Factor Auth Chain
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Windows

Linux

Raspberry

Active Directory

eDirectory

Generic LDAP

AGENTS
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OS authenticated services, tasks

When OS starts a service or a task, it makes it running under an existing
account
Account is used to define access to resources. Local or network
Such accounts are quite often used in a general way
Such accounts are privileged
The challenges:
- Protection against unauthorised use of remembered credentials
- Password rotation – synchronised update of OS configuration and 

security environment (eg MS AD)
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Can authenticaton protect your data?

Meta data driven systems (ACL) do not provide any protection for your
data. They increase an identity trust level
The only functional data protection is encryption
Cloud or hosting owner/provider, your administrator, persons with
physicall access to the storage – they all can access the data unless you
use an encryption
With encryption, who has the key has access to the data
Key logistics is then the crucial part of your security. The best for
encryption key management is – encryption
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LastPass

1Password

Keeper

BitWarden

Passbolt
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Q&A
(Answers Free of Charge today)


